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Whatis REST?



What is REST? trivadis

A REST is the abbreviation REpresentialSate Transfer and is development paradignfor
distributed systems
A Architectural stylefor the modern World Wide Web (WWW)
A Provides a uniform and easy-use interface using d@niform Resource Locat€tJRI)
A Interacts withresourcesrather than commands
A No method information in the URI
A HTTP calls are used to retrieve or manipulate resources

A Uses thdnfrastructure (Web- and Application Server, HTMKMLt | NA SNEWWW 2 F (|

A Communicationbetween client and server &ateless(HTTP, HTTPS)
A Implementation can be changed independently
A Only the request and output format must stay the same



HTTP Request Methods trivadis

A Supported methods to be performed for a given resource, also referred as HTTP verbs

A ORDS Database Management API uses a subset of the available HTTP verbs

A Seehttps://docs.oracle.com/en/database/oracle/oracatabase/21/dbrst/supported
methods.html

Verb Description

GET Retrieves information from an endpoint, e.g., overview of database components.

POST Addsa new resourceor changean existingresource e.g.,starta Data Pumpob

PUT Used to provision new instances (for scaling purposes), e.g., provision of new Open Service
Instances

PATCH Patchis usedto performupgradeoperationsusingFleetPatchingand Provisioningserveron Grid
Infrastructureor databases

DELETE Deletesaresource e.g., aunningDBCAob



https://docs.oracle.com/en/database/oracle/oracle-database/21/dbrst/supported-methods.html

Accessing REST AP trivadis

A The simplest way to call a REST API is to access its URI using a Web Browser
® Not secure | oaidba-lin:8080/ords/mydba/_/db-api/stable//database/monitoring/session_waits/ 3¢

A On Linux/Unixurlcan be used to access it from the command line
A The trailing / in the URI is mandatory

$> curl -- silent -- request "GET" -- user" mydba:manager " \
"http://oaidba - 1in:8080/  ords / mydba/_/ db- api /stable/database/ db_links /"

A On Windows PowerShell can be used

PS> $credentials = | System.Convert ]::ToBase64String(
[ System.Text.Encoding ]:: ASCIl.GetBytes (" mydba:manager "))

PS> Invoke - WebRequest - Method Get - Uri 'http://oaidba

lin:8080/ ords / mydba/ / db- api /stable/database/ db_links /' - Headers @{
"Authorization" = "Basic $credentials” }



Formatting JSON Response

A Normally,curl returns the JSON response in@n-humanreadable format

A With an external tool likggq (commandline JSON processor) it is possible to format the response
easily

$> yum install iq

A Redirect the outputof curl tojg

$>curl  -- silent -- request "GET" -- user" mydba:manager " "http://...I" | ]9
"links": [
{
"rel " "self",
"href ": "http://oaidba - lin.trivadistraining.com:8080/ ords /_/ db- api /stable/”
}y
{
"rel ":" describedby ",
"href ": "http://oaidba - lin.trivadistraining.com:8080/ ords /_/ db- api /stable/metadata - catalog/"
}
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Oracle REST Data Services
(ORDS)



What is ORDS? trivadis

A Middle Tier Java applicatiowhich provides a REST API to interact with an Oracle Database
A Providednsert, Update, Delete functionalitiefor tables by using simple HTTP calls
A Execution oPL/SQlcode is also possible

A No extra licenses required, it is included in the Oracle Database license
A Restricteduse license for WebLogic Standard edition for hosting ORDS

GET https://host/ords/human/peeps/ SELECT =*

FROM EMPLOYEES

HTTP Request Map & Bind SQL & PLSQL

HTTP Response Transform to JSON SQL Result Set / Standard OUT

Oracle REST Data Services
+ Standard webserver layout

{json} * Implements Java Serviet
[;e:_f"n\’ei—if’.;:_‘f"a * Deploys to Tomcat or WLS
r: name-: rs
,"last_name": "Rice", * Also Supported:
, "email": "krisrice@oracle.com", Standalone mode (letty)

Sourcehttps://www.thatjeffsmith.com/oraclerestdata-servicesords/



https://www.thatjeffsmith.com/oracle-rest-data-services-ords/

Installation trivadis

A Download fromOracle Technology NetworfOTN) and unzip the file
A https://www.oracle.com/database/technologies/appdev/rest.html

A To create ORDS related database users, SYS or a user with appropriate privileges is required
A SQL scripords_installer_privileges.sghn be used to grant the permissions
SQL> @installer/ ords_installer_privileges.sq|l (c##) myuser

A Callords.war (Java 8 or higher is required) to start installation

$>java -jar ords.war install advanced [ -- saveParameters  simpleladvanced ]

) Inthe caseof a CDB, all PDBsaveto bein the OPENstate andthe SYSiserhasto be used
w duringthe installation


https://www.oracle.com/database/technologies/appdev/rest.html

Installation Example (CDB) 1/4

$>java -jar ords.war install advanced

This Oracle REST Data Services instance has not yet been configured.
Please complete the following prompts

Enter the location to store configuration data: /u0O/app/oracle/config

Specify the database connection type to use.

Enter number for [1] Basic [2] TNS [3] Custom URL [1]: 1
Enter the name of the database server [localhost]: oaidba - lin
Enter the database listen port [1521]:

Enter 1 to specify the database service name, or 2 to specify the database SID [1]:
Enter the database service name: TVDCDB1_SITEL1.trivadistraining.com

Enter 1 if you want to verify/install Oracle REST Data Services schema or 2 to skip this step [1]:

Enter the database password for ORDS_PUBLIC_USER:
Confirm password:
Requires to login with administrator privileges to verify Oracle REST Data Services schema.

Enter the administrator username:sys
Enter the database password for SYS AS SYSDBA:
Confirm password:

Connecting to database user: SYS AS SYSDBA url: jdbc:oracle:thin :@//oaidba

lin:1521/TVDCDB1_SITE1.trivadistraining.com

Target Database




Installation Example (CDB) 2/4 trivadis

Retrieving information...

Your database connection is to a CDB. ORDS common user ORDS_PUBLIC_USER will be created in the CDB. ORDS
schema will be installed in the PDBs.

Root CDB$ROOT - create ORDS common user

PDB PDB$SEED- install ORDS 20.4.1.r0131644 (mode is READ ONLY, open for READ/WRITE)

PDB TVDPDB1 - install ORDS 20.4.1.r0131644

Enter 1 if you want to install ORDS or 2 to skip this step [1]:
Enter the default tablespace for ORDS_METADATA [SYSAUX]:
Enter the temporary tablespace for ORDS_METADATA [TEMP]:
Enter the default tablespace for ORDS_PUBLIC_USER [SYSAUX]:
Enter the temporary tablespace for ORDS_PUBLIC_USER [TEMP]:
Enter 1 if you want to use PL/SQL Gateway or 2 to skip this step.
If using Oracle Application Express or migrating from mod_plsql  then you must enter 1 [1]: 2 m
Enter a number to select a feature to enable:

[1] SQL Developer Web (Enables all features)

[2] REST Enabled SQL

[3] Database API

[4] REST Enabled SQL and Database API Activationof
[5] None Database API

Choose [1]: 4
2021-01-27T13:22:39.078Z INFO reloaded pools: []




Installation Example (CDB) 4/4 trivadis

Installing Oracle REST Data Services version 20.4.1.r0131644 in CDB$SROOT

.. Log file written to /home/oracle/ords_cdb_install core CDB_ROOT_2021 -01-27_142239 00292.log
.. Verified database prerequisites

... Created Oracle REST Data Services proxy user

Completed installation for Oracle REST Data Services version 20.4.1.r0131644. Elapsed time: 00:00:03.535

D
Instalhng Oracle REST Data Services version 20.4.1.r0131644 in PDB$SEED

.. Log file written to /home/oracle/ords_cdb_install_core PDB_SEED 2021 -01-27_142243 00762.log
... Verified database prerequisites
... Created Oracle REST Data Services proxy user
... Created Oracle REST Data Services schema
... Granted privileges to Oracle REST Data Services
... Created Oracle REST Data Services database objects

.. Log file written to /home/oracle/ords_cdb_install_datamodel PDB_SEED_ 2021 -01-27 142316 _00233.log

. Log file written to /home/oracle/ords cdb install_. _apex_| PDB SEED 2021 -01-27_ 142318 00648.log

Completed installation for Oracle REST Data Services version 20.4.1.r0131644. Elapsed time: 00:00:37. 130



Installation Example (CDB) 4/4

definedPDB
Installlng Oracle REST Data Services version 20.4.1.r0131644 in TVDPDB1 I
.. Log file written to /home/oracle/ords_cdb_install_core_ TVDPDB1_ 2021 -01-27_142322 00720.log

... Verified database prerequisites

... Created Oracle REST Data Services proxy user

... Created Oracle REST Data Services schema

... Granted privileges to Oracle REST Data Services

.. Created Oracle REST Data Services database objects

Log file written to /home/oracle/ords_cdb_install_datamodel TVDPDB1 2021 -01-27_142353 00282.log

. Log file written to /home/oracle/ords_cdb_install_apex_TVDPDB1_2021 - 01- 27_142355_00663.log
Completed installation for Oracle REST Data Services version 20.4.1.r0131644. Elapsed time: 00:00:35.65

In standalone mode, ORDS s
2 started as foreground process

Completed CDB installation for Oracle REST Data Services version 20.4.1.r0131644.
Total elapsed time: 00:01:18.556

Enter 1 if you wish to start in standalone mode or 2 to exit [1]:




Multiple Database Support

A One ORDS installation chandle multiple databases

A Each database gets itsvn root URL

$>java -jar ords.war setup -- database tvddb2
$>java -jar ords.war map url -- type base - path tvddb2

A Nicht sicher | oaidba-lin.trivadistraining.com:8080/ords/tvddb?2/

A Configuration is written to its own file: - pu.conf

&

U/ The URL mappings are stored in the @ONFIG_DIRérds /url - mapping.xml .

W



Standalone Mode trivadis

A Start ORDS i&tandalone Mode

$>java -jar ords /ords.war standalone

Enter 1 if using HTTP or 2 if using HTTPS [1]: 1
Enter the HTTP port [8080]:
2019- 09- 09 19:44:34.247:INFO::main: Logging initialized @5586ms to org.eclipse.jetty.util.log.StdErrLog

Sep 09, 2019 7:44:34 PM
INFO: HTTP and HTTP/2 cleartext listening on port: 8080
é

A For a production environment, HTTPS should be used ORACLE

A Use URNttp:// <hostname=8080/ordsto access ORDS
A At this point ORDS shows an error 500 page

A Configuration is written t8&CONFIG_DIRfds/standalone

500 Internal Server Error

* An unexpected error with the following message occurred: null

About Oracle Contact Us  Legal Notices Terms Of Use

/ Use ampersand (&) to start it in the background.

Copyright © 2008, 2019 Oracle and/or its affiliates All rights reserved



Troubleshooting triva

A Activatedebugging to screeto see errors directly in the web browser

$>java -jar ords.war set -property debug.printDebugToScreen true

404 Not Found 404 Not Found
021-02-08 ' f
» The request could not be mapped to any database. Check the request URL is correct, and that URL to database mappings Debug Trace

have been correctly configured

[TE] url-mapping start: 2021-02-08T10:05:40.631% duration: 385ms

Debug Trace

[TE] GET /ords/rest-api/_/db-api/latest/ start: 2019-09-137T08:18:49.913Z duration: 128ms Stack Trace

DispatcherNotFoundException [statusCode=404, logLevel=FINER, reasons=[]]

at oracle.dbtools.http.entrypoint.Dispatcher.choose (Dispatcher.java:78)

at oracle.dbtools.http.entrypoint.Dispatcher.dispatch(Dispateher.java:89)

at oracle.dbtools.http.entrypoint.EntryPoint§FilteredServlet.service (EntryPoint.java:170)

at oracle.dbtools.http.filters.FilterChainInpl.doFilter (FilterChainImpl.java:73)

at oracle.dbtools.http.forwarding.QueryFilteringRewrite.doFilter (QueryFilteringRewrite.java:90)
URLMappinghotFoundException [statusCode=484, reasons=[The request could not be mapped to any database. Check at oracle.dbtools.http.filters.HttpFilter.doFilter (HttpFilter.java:d7) =
the request URL is correct, and that URL to database mappings have been correctly configured]] at oracle.dbtools.http.filters.FilterChainimpl.doFilter(FilterChainImpl.java:64)

e correct, a ot URL to dataoase mappi 1ave peen correctly co ured]l at oracle.dbtools.http. forwarding.ForwardingFilter.doFilter(ForwardingFilter.java:68)

Stack Trace

A Less debug information in ORDS 20.x, in 20.3.0 Debug Trace is always empty (Bug?)
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Database Management
REST API



Overview trivadis

A Overview of REST APIs can be found irRIEBET APIs for Oracle Databdseumentation
A Link:https://docs.oracle.com/en/database/oracle/oraciéatabase/21/dbrst/index.html

A Endpoints are grouped by tasks

A Clusterware(Oracle210) A Performance
Interaction with the Oracl€lusterware OESOdziA2y tflyax {dF 47
A Data Dictionary A Pluggable Database Lifecycle Management
Query Data Dictionary objects I NBFGS k 5NRBLI k [/ f2YyS

A Environment X o X
I NBIFuS ySg RIuUlolasSaxz X All REST Endpoints
A Fleet Patching and Provisioning

Lyaidltt ySs hN}IOES 12vy8a ™ ™ croup by AP &)
A General ) B .

5Fa4F tdzyl ¢rof SaLl) O0Sxz o UMY
A Monitori ng The operations from the Data Dictionary category.

{ S aail?z2 y. azx I f S N\I:I az> X Get a database link

. . . Method:
A Support for Open Service Broker API starting with 20 Path: /database/db_Links/ {owner}, {db_1ink)


https://docs.oracle.com/en/database/oracle/oracle-database/21/dbrst/index.html

Authentication trivadis

A Two ways to authenticate users to access the Database Management AP

A Database authenticatiorusing username and password

$>java -jar ords.war set - property jdbc.auth.enabled true
$>java -jar ords.war set - property restEnabledSgl.active true
A Mid-tier authentication with System or SQL Administrator role

A Required role depends on the REST endpoint
A Roles, as well username and password are storéC@NFIG_DIRfds/credentials

$>java -jar ords.war user REST API"System Administrator, SQL Administrator"

U) Propertiesare written to the file $CONFIG_DIR/defaults.xml



Configuration 1/3

A Available starting with ORDS 19.1

A Per default it is disabled, a 404 (Page not found) error page is displayed when you try to access
API

A To activate it, propertylatabase.api.enabledhas to be changed to TRUE

A If the database management API was already activated during the installation, this step is r
necessary

$>java -jar ords.war set - property database.api.enabled true

A Configure authentication method (see slide before)

" After changinga property, ORD®asto berestarted



Configuration 2/3 trivadis

A A database user with PDB_DBA role (even in aGDB database) must be use

SQL> GRANT DBA, PDB_DBATO REST_API;

A Schema must be activated for ORDS
A If SYS/SYSTEM is used to run ORDS.ENABLE_SCHENSA9® RAaised

SQL> GRANT INHERIT PRIVILEGES ON USER SYSTEM TO ORDS METADATA;
SQL> BEGIN
ORDS.ENABLE_SCHEMA(
p_schema =>'REST API,

p_url_mapping_type =>'BASE_PATH,,
p_url_mapping_pattern =>'rest -api’, Partof the URL
p_auto_rest_auth => FALSE,

p_enabled =>TRUE
);
END;




Configuration 3/3 trivadis

A For nondatabase authentication, grar8QL Administratoto the ORDS enabled user
$>java -jar ords.war user REST APl "SOL Administrator"

A If role System Administratoiis used only, access to REST endpoints will fail

REST_API is not authorized to access : oracle.dbtools.ords.db - api.developer
REST_API does not have any of the required roles : PrivilegeConstraintimpl
[ name=oracle.dbtools.ords.db - api.developer , roles =[SQL Administrator, SQL

Developer] , challenges =[]



Environment Services

A Allows interaction with the environment
A List installed Oracle homes or existing databases
A Create new DBs using DBCA

A Requires ORDS 19.2 or higher
A Create midtier user withSystem Administratorole

$>java -jar ords.war user REST API"System Administrator”

A URIs does not include a username part
A Roles are stored in th®CONFIG_DIBf/ds/credentials file

Usernamefor loginis casesensitive- write usernamen uppercase



Pluggable Database Lifecycle Management trivadis

A Allows create, clone, unplug/pltig and delete operations for PDB

A A common user with SYSDBA privilege is required

SQL> CREATE USER CH##REST_API IDENTIFIED BY manager;
SQL> GRANT SYSDBATO C##REST_API CONTAINER = ALL;

A Enabling a schema for ORDS is not supported in a CDB
A Instead, CDB credentials are defined in the connection pool

$>vi cdbAdmin.properties
db.cdb.adminUser =C##REST_API as SYSDBA
db.cdb.adminUser.password =manager

$>java -jar ords.war set - properties -- conf apex pu cdbAdmin.properties

A Set SQL Administrator role for the user
$>java -jar ords.war user C#H#REST API"SQL Administrator”



Accessing the API

A Use following URL pattern to access the Database REST API

http(s):// <Hostname> : /ords/ / | db-api / <Version>

A Hostname
Name of the server hosting ORDS

Default port for HTTP is 8080 and for HTTPS 8443

Used mapping for the REST enabled DBA schema

A Version
Access different versions of the API, e.g. 19.1.0, 19.2.0 or latest / stable

/ Uselatestto accesslwaysthe latestversionof the API.



Swagger Test Client

A Metadata Catalog an@penAPendpoints exist
http(s):// ... 1/ db-api /latest/ metadata - catalog/ openapi.json

A JSON output can be useddditor.swagger.ioto generate a full test client




