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Whatis REST?



What is REST?

ÅREST is the abbreviation for REpresentialState Transfer and is a development paradigm for 
distributed systems

ÅArchitectural style for the modern World Wide Web (WWW)

ÅProvides a uniform and easy-to-use interface using a Uniform Resource Locater (URI)

Å Interacts with resourcesrather than commands

ÅNo method information in the URI

ÅHTTP calls are used to retrieve or manipulate resources

ÅUses the infrastructure (Web- and Application Server, HTML-/XML-tŀǊǎŜǊΣ Χύ ƻŦ ǘƘŜ WWW

ÅCommunicationbetween client and server is stateless(HTTP, HTTPS)

Å Implementation can be changed independently

ÅOnly the request and output format must stay the same



HTTP Request Methods

ÅSupported methods to be performed for a given resource, also referred as HTTP verbs

ÅORDS Database Management API uses a subset of the available HTTP verbs

ÅSee https://docs.oracle.com/en/database/oracle/oracle-database/21/dbrst/supported-
methods.html

Verb Description

GET Retrieves information from an endpoint, e.g., overview of database components.

POST Addsa newresourceor changean existingresource, e.g., start a Data Pump job

PUT Used to provision new instances (for scaling purposes), e.g., provision of new Open Service Broker 
instances

PATCH Patch isusedto performupgrade operationsusingFleet PatchingandProvisioningserveron Grid
Infrastructure or databases.

DELETE Deletesa resource, e.g., a runningDBCA job

https://docs.oracle.com/en/database/oracle/oracle-database/21/dbrst/supported-methods.html


Accessing REST API

ÅThe simplest way to call a REST API is to access its URI using a Web Browser

ÅOn Linux/Unix curlcan be used to access it from the command line

ÅThe trailing / in the URI is mandatory

ÅOn Windows PowerShell can be used

$> curl -- silent -- request "GET" -- user " mydba:manager " \

"http://oaidba - lin:8080/ ords / mydba/_/ db- api /stable/database/ db_links /"

PS> $credentials = [ System.Convert ]::ToBase64String(

[ System.Text.Encoding ]:: ASCII.GetBytes (" mydba:manager "))

PS> Invoke - WebRequest - Method Get - Uri 'http://oaidba -

lin:8080/ ords / mydba/_/ db- api /stable/database/ db_links /' - Headers @{ 

"Authorization" = "Basic $credentials" }



Formatting JSON Response

ÅNormally, curl returns the JSON response in a non-human-readable format

ÅWith an external tool like jq (command-line JSON processor) it is possible to format the response 
easily

ÅRedirect the output of curl to jq

$> yum install jq

$> curl -- silent -- request "GET" -- user " mydba:manager " "http://.../" | jq

{

"links": [

{

" rel ": "self",

" href ": "http://oaidba - lin.trivadistraining.com:8080/ ords /_/ db- api /stable/"

},

{

" rel ": " describedby ",

" href ": "http://oaidba - lin.trivadistraining.com:8080/ ords /_/ db- api /stable/metadata - catalog/"

}

]

}



Oracle REST Data Services 
(ORDS)



What is ORDS?

ÅMiddle Tier Java applicationwhich provides a REST API to interact with an Oracle Database

ÅProvides Insert, Update, Delete functionalities for tables by using simple HTTP calls

ÅExecution of PL/SQL code is also possible

ÅNo extra license is required, it is included in the Oracle Database license

ÅRestricted-use license for WebLogic Standard edition for hosting ORDS

Source: https://www.thatjeffsmith.com/oracle-rest-data-services-ords/

https://www.thatjeffsmith.com/oracle-rest-data-services-ords/


Installation

ÅDownload from Oracle Technology Network (OTN) and unzip the file

Åhttps://www.oracle.com/database/technologies/appdev/rest.html

ÅTo create ORDS related database users, SYS or a user with appropriate privileges is required

ÅSQL script ords_installer_privileges.sqlcan be used to grant the permissions

ÅCall ords.war (Java 8 or higher is required) to start installation

$> java - jar ords.war install advanced [ -- saveParameters simple|advanced ]

SQL> @installer/ ords_installer_privileges.sql (c##) myuser

In the caseof a CDB, all PDBs haveto be in the OPEN stateandthe SYS userhasto beused
duringthe installation.

https://www.oracle.com/database/technologies/appdev/rest.html


Installation Example (CDB) 1/4

$> java - jar ords.war install advanced
This Oracle REST Data Services instance has not yet been configured.

Please complete the following prompts

Enter the location to store configuration data: /u00/app/oracle/config

Specify the database connection type to use.

Enter number for [1] Basic  [2] TNS  [3] Custom URL [1]: 1

Enter the name of the database server [localhost]: oaidba - lin

Enter the database listen port [1521]:

Enter 1 to specify the database service name, or 2 to specify the database SID [1]:

Enter the database service name: TVDCDB1_SITE1.trivadistraining.com

Enter 1 if you want to verify/install Oracle REST Data Services schema or 2 to skip this step [1]:

Enter the database password for ORDS_PUBLIC_USER:

Confirm password:

Requires to login with administrator privileges to verify Oracle REST Data Services schema.

Enter the administrator username:sys

Enter the database password for SYS AS SYSDBA:

Confirm password:

Connecting to database user: SYS AS SYSDBA url: jdbc:oracle:thin :@//oaidba -

lin:1521/TVDCDB1_SITE1.trivadistraining.com

Target Database



Installation Example (CDB) 2/4

Retrieving information...

Your database connection is to a CDB.  ORDS common user ORDS_PUBLIC_USER will be created in the CDB.  ORDS 

schema will be installed in the PDBs.

Root CDB$ROOT - create ORDS common user 

PDB PDB$SEED - install ORDS 20.4.1.r0131644 (mode is READ ONLY, open for READ/WRITE)

PDB TVDPDB1 - install ORDS 20.4.1.r0131644 

Enter 1 if you want to install ORDS or 2 to skip this step [1]:

Enter the default tablespace for ORDS_METADATA [SYSAUX]:

Enter the temporary tablespace for ORDS_METADATA [TEMP]:

Enter the default tablespace for ORDS_PUBLIC_USER [SYSAUX]:

Enter the temporary tablespace for ORDS_PUBLIC_USER [TEMP]:

Enter 1 if you want to use PL/SQL Gateway or 2 to skip this step.

If using Oracle Application Express or migrating from mod_plsql then you must enter 1 [1]: 2

Enter a number to select a feature to enable:

[1] SQL Developer Web  (Enables all features)

[2] REST Enabled SQL

[3] Database API

[4] REST Enabled SQL and Database API

[5] None

Choose [1]: 4

2021 - 01- 27T13:22:39.078Z INFO        reloaded pools: []

NoAPEX

Activationof
Database API



Installation Example (CDB) 4/4

Installing Oracle REST Data Services version 20.4.1.r0131644 in CDB$ROOT

... Log file written to /home/oracle/ords_cdb_install_core_CDB_ROOT_2021 - 01- 27_142239_00292.log

... Verified database prerequisites

... Created Oracle REST Data Services proxy user

Completed installation for Oracle REST Data Services version 20.4.1.r0131644. Elapsed time: 00:00:03.535 

Installing Oracle REST Data Services version 20.4.1.r0131644 in PDB$SEED

... Log file written to /home/oracle/ords_cdb_install_core_PDB_SEED_2021 - 01- 27_142243_00762.log

... Verified database prerequisites

... Created Oracle REST Data Services proxy user

... Created Oracle REST Data Services schema

... Granted privileges to Oracle REST Data Services

... Created Oracle REST Data Services database objects

... Log file written to /home/oracle/ords_cdb_install_datamodel_PDB_SEED_2021 - 01- 27_142316_00233.log

... Log file written to /home/oracle/ords_cdb_install_apex_PDB_SEED_2021 - 01- 27_142318_00648.log

Completed installation for Oracle REST Data Services version 20.4.1.r0131644. Elapsed time: 00:00:37.130

CDB$ROOT

PDB$SEED



Installation Example (CDB) 4/4

Installing Oracle REST Data Services version 20.4.1.r0131644 in TVDPDB1

... Log file written to /home/oracle/ords_cdb_install_core_TVDPDB1_2021 - 01- 27_142322_00720.log

... Verified database prerequisites

... Created Oracle REST Data Services proxy user

... Created Oracle REST Data Services schema

... Granted privileges to Oracle REST Data Services

... Created Oracle REST Data Services database objects

... Log file written to /home/oracle/ords_cdb_install_datamodel_TVDPDB1_2021 - 01- 27_142353_00282.log

... Log file written to /home/oracle/ords_cdb_install_apex_TVDPDB1_2021 - 01- 27_142355_00663.log

Completed installation for Oracle REST Data Services version 20.4.1.r0131644. Elapsed time: 00:00:35.65 

Completed CDB installation for Oracle REST Data Services version 20.4.1.r0131644.

Total elapsed time: 00:01:18.556 

Enter 1 if you wish to start in standalone mode or 2 to exit [1]: 2

User-
definedPDB

In standalone mode, ORDS is 
started as foreground process



Multiple Database Support

ÅOne ORDS installation can handle multiple databases

ÅEach database gets its own root URL

ÅConfiguration is written to its own file: <Database Name>_pu.conf

$> java - jar ords.war setup -- database tvddb2

$> java - jar ords.war map- url -- type base - path /tvddb2 tvddb2

The URL mappings are stored in the file $CONFIG_DIR/ords /url - mapping.xml .



Standalone Mode

ÅStart ORDS in Standalone Mode

ÅFor a production environment, HTTPS should be used

ÅUse URL http:// <hostname>:8080/ords to access ORDS

ÅAt this point ORDS shows an error 500 page 

ÅConfiguration is written to $CONFIG_DIR/ords/standalone

$> java - jar ords / ords.war standalone

Enter 1 if using HTTP or 2 if using HTTPS [1]: 1

Enter the HTTP port [8080]:

2019 - 09- 09 19:44:34.247:INFO::main: Logging initialized @5586ms to org.eclipse.jetty.util.log.StdErrLog

Sep 09, 2019 7:44:34 PM

INFO: HTTP and HTTP/2 cleartext listening on port: 8080

é

Use ampersand (&) to start it in the background.



Troubleshooting

ÅActivate debugging to screen to see errors directly in the web browser

ÅLess debug information in ORDS 20.x, in 20.3.0 Debug Trace is always empty (Bug?)

$> java - jar ords.war set - property debug.printDebugToScreen true

19.x 20.x



Database Management 
REST API



Overview

ÅOverview of REST APIs can be found in the REST APIs for Oracle Database documentation

ÅLink: https://docs.oracle.com/en/database/oracle/oracle-database/21/dbrst/index.html

ÅEndpoints are grouped by tasks

Å Clusterware(Oracle 21c)
Interaction with the Oracle Clusterware

Å Data Dictionary
Query Data Dictionary objects

Å Environment
/ǊŜŀǘŜ ƴŜǿ ŘŀǘŀōŀǎŜǎΣ Χ

Å Fleet Patching and Provisioning
Lƴǎǘŀƭƭ ƴŜǿ hǊŀŎƭŜ IƻƳŜǎΣ ƛƴǎǘŀƭƭ ǇŀǘŎƘŜǎΣ Χ

Å General
5ŀǘŀ tǳƳǇΣ ¢ŀōƭŜǎǇŀŎŜΣ ¦ǎŜǊǎΣ Χ

Å Monitoring
{ŜǎǎƛƻƴǎΣ !ƭŜǊǘǎΣ Χ

ÅSupport for Open Service Broker API starting with 20.3.0

Å Performance
9ȄŜŎǳǘƛƻƴ tƭŀƴǎΣ {ǘŀǘƛǎǘƛŎǎΣ Χ

Å Pluggable Database Lifecycle Management
/ǊŜŀǘŜ κ 5ǊƻǇ κ /ƭƻƴŜ κ ¦ƴǇƭǳƎ t5.ǎΣ Χ

https://docs.oracle.com/en/database/oracle/oracle-database/21/dbrst/index.html


Authentication

ÅTwo ways to authenticate users to access the Database Management API

ÅDatabase authentication using username and password

ÅMid-tier authentication with System or SQL Administrator role

ÅRequired role depends on the REST endpoint

ÅRoles, as well username and password are stored in $CONFIG_DIR/ords/credentials

# For ODRS < 19.4

$> java - jar ords.war set - property jdbc.auth.enabled true

# For ORDS >= 19.4

$> java - jar ords.war set - property restEnabledSql.active true

Properties arewritten to the file $CONFIG_DIR/defaults.xml.

$> java - jar ords.war user REST_API "System Administrator, SQL Administrator"



Configuration 1/3

ÅAvailable starting with ORDS 19.1

ÅPer default it is disabled, a 404 (Page not found) error page is displayed when you try to access the 
API

ÅTo activate it, property database.api.enabledhas to be changed to TRUE

Å If the database management API was already activated during the installation, this step is not 
necessary

ÅConfigure authentication method (see slide before)

$> java - jar ords.war set - property database.api.enabled true

After changinga property, ORDS hasto be restarted.



Configuration 2/3

ÅA database user with PDB_DBA role (even in a non-CDB database) must be use 

ÅSchema must be activated for ORDS

Å If SYS/SYSTEM is used to run ORDS.ENABLE_SCHEMA, ORA-06598 is raised 

SQL> GRANT DBA, PDB_DBATO REST_API;

SQL> GRANT INHERIT PRIVILEGES ON USER SYSTEM TO ORDS_METADATA;

SQL> BEGIN

ORDS.ENABLE_SCHEMA(

p_schema => 'REST_API',

p_url_mapping_type => 'BASE_PATH',

p_url_mapping_pattern => 'rest - api ',

p_auto_rest_auth => FALSE,

p_enabled => TRUE

);

END;

/ 

Part of the URL

Workaround for ORA-06598



Configuration 3/3

ÅFor non-database authentication, grant SQL Administrator to the ORDS enabled user

Å If role System Administrator is used only, access to REST endpoints will fail

$> java - jar ords.war user REST_API "SQL Administrator"

REST_API is not authorized to access : oracle.dbtools.ords.db - api.developer

REST_API does not have any of the required roles : PrivilegeConstraintImpl

[ name=oracle.dbtools.ords.db - api.developer , roles =[SQL Administrator, SQL 

Developer] , challenges =[]]



Environment Services

ÅAllows interaction with the environment

ÅList installed Oracle homes or existing databases

ÅCreate new DBs using DBCA

ÅRequires ORDS 19.2 or higher

ÅCreate mid-tier user with System Administrator role

ÅURIs does not include a username part

ÅRoles are stored in the $CONFIG_DIR/ords/credentials file

$> java - jar ords.war user REST_API "System Administrator" 

Username for loginiscasesensitive - write usernamein uppercase.



Pluggable Database Lifecycle Management

ÅAllows create, clone, unplug/plug-in and delete operations for PDB

ÅA common user with SYSDBA privilege is required

ÅEnabling a schema for ORDS is not supported in a CDB

Å Instead, CDB credentials are defined in the connection pool

ÅSet SQL Administrator role for the user

$> vi cdbAdmin.properties

db.cdb.adminUser =C##REST_API as SYSDBA

db.cdb.adminUser.password =manager

$> java - jar ords.war set - properties -- conf apex_pu cdbAdmin.properties

SQL> CREATE USER C##REST_API IDENTIFIED BY manager;

SQL> GRANT SYSDBATO C##REST_API CONTAINER = ALL;

$> java - jar ords.war user C##REST_API "SQL Administrator" 



Accessing the API

ÅUse following URL pattern to access the Database REST API

ÅHostname
Name of the server hosting ORDS

ÅPort
Default port for HTTP is 8080 and for HTTPS 8443

ÅURL Mapping
Used mapping for the REST enabled DBA schema

ÅVersion
Access different versions of the API, e.g. 19.1.0, 19.2.0 or latest / stable

http(s):// <Hostname> : <Port> /ords/ <URL Mapping> /_/ db- api / <Version>

Use latest to accessalwaysthe latestversionof the API.



Swagger Test Client

ÅMetadata Catalog and OpenAPIendpoints exist

ÅJSON output can be used in editor.swagger.io to generate a full test client

http(s):// ... /_/ db- api /latest/ metadata - catalog/ openapi.json


